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IEC 62443

Security for industrial automation and control systems

ISO/SAE FDIS 21434

Road vehicles — Cybersecurity engineering

SAE 13061
IEC TR 63069

Cybersecurity Guidebook for Cyber-
Physical Vehicle Systems

Edition 1.0 2019-05

Industrial-process measurement, control and automation — Framework for
functional safety and security

TECHNICAL SPECIFICATION CLC/TS 50701
Railway applications - Cybersecurity
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Area of ; Safety domain

Safety Security

cooperation

Standards refer to

domain

soman other domain
Safety management
Safety risk assessment
related to: '
+ Harm to humans Support by safety exp]ert/
+ Harm to environment

Risk for Risk for Risk for Risk for Risk for
human environment asset information business
° Conflict resolution
Unmitigated
risk
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) Description of ] I ] . |
| Safety risk assessment I—-) safety details Security threat-risk assessment
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| Safety measures | ¥
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IEC TR 62443-1-2

IEC 62443.1.3 IEC TR 6244314

IEC TS 62443-11

Master gossary of Syslem securty IACS securiy lifecycle

Concepts and models lerms and abbreviations corformance melrics and use cases

IEC 62443-21 IEC 62443-2-2 IEC TR 62443-2-3

Security program
requirements for IACS IACS protacson leveis
assel awners

Security program

Patch management in

the IACS envionment requirements for IACS

senvice providers for IACS asset owners

Policies and

Implementasion guidance ‘

System securty
requirements and
secunty evek

Security technologes
for IACS

Securty nsk assessment
and system design

System

v

IEC 62443-4-1 IEC 62443-4-2

Techrical security
requirements for IACS
components

Secure product
davelopment Ifecycle
requirements

mponent

Development planned _4 In development v Approved

Status
key

45 Published (under review) & Out for commentivote Published ® Adopted
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Security levels

IEC 62443-4-2 [7] defines SLs in terms of four different levels (1, 2, 3 and 4), each with an
increasing level of security. SL 0 is implicitly defined as no security requirements or security
protection necessary.

« SL 1: Protection against casual or coincidental violation

» SL 2: Protection against intentional violation using simple means with low resources Table B.1 — Mapping of CRs and REs to FR SL levels 1-4
generic skills and low motivation

e SL 3: Protection against intentional violation using sophisticated means with moderat¢ SRs and REs ‘ SL1 | SL2 | SL3 N SL4
resources, IACS specific skills and moderate motivation FR 1 - Identification and authentication control {(IAC)

« SL 4: Protection against intentional violation using sophisticated means with extendec | CR 1.1 - Human user identification and authentication o 4

resources, IACS specific skills and high motivation

RE (1) Unique identification and authentication ‘/

RE (2)Multifactor authentication for all interfaces

SR System Requirement
RE ReqU|rement Enhancement gﬁhgﬁl&ig:‘ware process and device identification and v
CR Component Requirement ;
FR Foundational Requirement
SAR Software Application Requirement i
EDR Embedded Device Requirement CR 14  Identifier management
HDR Host Device Requirement

NDR Network Device Requirement

RE (1) Unique identification and authentication

\
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m KFE(RIE (Horizontal Standard) {bD&E:E
« JAG 25, JAG26D:w1&a

— Questionnaire to ask about comments on the Terms of Reference (TOR)
of the joint advisory group TC 65/]JAG 25. This TC 65/JAG 25 is between
IEC TC 65 and ISO/IEC/JTC 1/SC 27

— Questionnaire regarding the creation of the joint advisory group TC 65/JAG
26 and to open this JAG 26 to liaison representatives as part of the
assignment by the SMB of Horizontal security function for OT to TC 65.

B ARASEERT
. IEC TS 62443-1-5 ED1

Security for industrial automation and control systems - Part 1-5: Scheme for
IEC 62443 cyber security profiles
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IEC 62443-2-1 ED2

Security for industrial automation and control systems - Part 2-1: Security program requirements
for IACS asset owners

IEC 62443-2-2 ED1
Security for industrial automation and control systems - Part 2-2: IACS Security Protection
IEC 62443-2-4 ED2

Security for industrial automation and control systems - Part 2-4: Security program requirements
for IACS service providers

IEC TS 62443-6-1 ED1

Security evaluation methodology for IEC 62443 - Part 2-4: Security program requirements for
IACS service providers

IEC TS 62443-6-2 ED1

Security evaluation methodology for IEC 62443 - Part 4-2: Technical security requirements for
IACS components
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m [EC TCO AHG20

Electrical equipment and systems for railways
Study ACSEC Guide 120 in view of implications on the work of TC 9

B [EC TCO PT63425

Railway applications - Cybersecurity

CLC/TS 50701:2021

NIS Directive Railway application - Cybersecurity

Security

CLC/TS 50701 > IEC

IEC 62443 horizontal standard?
VS.

Safety (Functional Safety)

EN 5012x - IEC 62278

[C]
RAILWAY
CYBERSECURITY % %ﬁ?i’**_/ LRSS
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