EdgeTech+20225%E

MBTZA7HL4I70ICHEIITS
A4/ x—tXx2TF 400

~HAIN\—tX 1) T1E R EAIAHAFHFEICKROONDZIAX LY~
2022F11 816
SAARS AT LAEXF 2 F A EFEES

slEE R WEHE—

mailto:buildlab.koha9ru108@gmail.com

——————

& #3225 LFilis
-> Japan Embedded Systems Technology Associatio

© Japan Embedded Systems Technology Association 2022



AR 774y FEHSE

o THEZE D TE

—RFEEEA

& A H AT LR S

Japan Embedded Systems Technology Association

© Japan Embedded Systems Technology Association 2022




1. A7 74y FLEHESF
B AV ARG

Connected Industries <

S ERE S,
TR < AamT—S DY

S IoHIL1e=Avih e

loT

BrRo/7ETE/. AL BEEL

Society5.0(H &)

SHTHFE SR
SITFER D Zr—F s o HIE

< e S e
e >’ B £ 4 9 1 70 < £
*™r .
g R
- —
= P <= RO SR EE 0> A2 R
- X 74 T\
—BEEEA
& #iA > A5 LSl =

Japan Embedded Systems Technology Association

© Japan Embedded Systems Technology Association 2022




1. A7 14y FGEHRE

_ IR a3t paN ]l 5 )V HEZER T
AR —brR—=LIE, BRLHY—

AH

70N

X 18
X D EE

TP RIVHEEHTERBAEOEEHA X — (FXairdrhoor7ra—F)
=
St R
b & .\‘\’ 2 : \f%/
1 b’ Sustainabilit S
b /k‘fl‘e;j“ MR TR 2 U - M Y, B WeII being /O@
v/ DI 2T S L N
A}
i Tooaly
/ 1
H 1
H H
\
‘ FERDRKEZR 5 BAHDBH i
4

EREBLI-DEY ERLDOBHDIHS L

MBS L N

o SRENEBEAN. A K
EOFICRAY - ER th 29k ¢

o MR MORT— | ,.,J
WRIZE P EEOm.E

3 X BT RE 75 3th 49k P €

B EXEMET 2N -
'lBt"l’lf// -8 & k>

147 %0

ToRIY — AR

« Well- Inm;d) k& KPIU) 0 EER D
s SR YT o4 bAT 4 AWM
SRRSO WY AT R AW E T LR - R
S ST RAO) AR R T e A—ToF—RORM, WELCRDERD
- FU 2R AF R IRV (APIGW; T B8
---------- e > R
— 'l;;b'— F';-:"Aﬁ bl ﬁ‘&gl“tﬁ'v sztﬁﬁﬁﬁ\
Y — & A& WA Q = RFHRE = 9
B amvaany—cxmm S T SR (R T BE RR SGRMET Y-
- — Sl e e I e K
B o mmEn s T AAMBRARY—ExAyT ) | miwmr—sEDa)
FORN - A>T T HINAL bk - 239F F—aers— EFxalF D>V —Fv+b7—7 .
BTy k7 —2)

—REEEA

MR A > 7 5 (5G - ,bgyond 5
& #H2 H I2AFT LR
Japan Embedded Systems Technology Association

© Japan Embedded Systems Technology Association 2022


https://www.cas.go.jp/jp/seisaku/digital_denen/dai1/siryou4.pdf

1. ARXI T4y FLEHEHF
m FRAEH : MaaS(Mobility as a Service)

FE., NR, R —EHEE
REEOEE, (FHEED R H
HU RSB D < 2 X > F AL
a X hHERL, RERER

B DFEFfT A BEME. WSS E N R

R
HIREERRE H Eﬁ yiy

F—ToA4 /) _R=— 3>
7ux/r*/§?“zl~')i He /ﬂ\mmlﬁ

AR—b¥T4

s ) ey i, R
Societyb.0 B
Beyond Maa$S | e o Deep Maa$S
. REMEL OB FHICYP | TBAHFTOY — BRI
HABEORA | e, MEALE
- £, TBE « L. FAE—Yvav \ - RBBEEOREHRE
. &)X _ S S Al e MaaSar tmo—3
- EE. NE ALRTT - YxTHATAR - XY TFVIEMOBAE—Y, ELUT )
o deet © BELYR - BERBEDER
L N GG i N L - FECUT 4 OBMESHEE 4TI RECYF (A L)
s At TF o, .« KE. \\Bﬁm O lZ S s e A e (SR S e (e
- FHIY . Al loT#% & Seissitio &M
. 1TEGRE

MaaSa> A —=

— o A . Al S = AL AE 57 —° 1) e
MaaSE A RE OF —RUXE&E - D7 - FRIOEE Y 7 « EHEHEE @MaaST” 7'V &EH#E

el el > ES— 2GR, ERERR. BE. MEBEG )
- TR, RF. B, A Fae L
— AR i.t B E A - _ —
& #3225 LFilis
-> Japan Embedded Systems Technology Association

© Japan Embedded Systems Technology Association 2022




1.

loT& (X 7?

—_—

7—_

ZsER O E#A © DX(Digital Transformation)

T GAFAZft®
Cloud ~\. ) | ) ETAITER
I ey -y 2 [ -~ DI
AN " SR AN - R - |
: — — HABER
—_— . — | O
BT — S/ I4—K N 1_ T8
- A e M 7 B2 = 75 29 Yy
AN AE AN NER ) aw G AKX 420 7ILRA Lt
- e i e bl = b s
 Bi&E5
..g.-ﬁnr&?
LR
P : riy
TR/ D4—FI1\yH
Device -—
- ol | daa e .
Computing = - e by, X A—HDEEI5
ug‘{y;-:?r' &Xv—bll Ehll&m AR=PNDR —)‘Q,’-'t’%ﬂﬂﬂ
S—
' ERD
—mRHEEAEA — I&i%
& A H AT LR S
Japan Embedded Systems Technology Associa tion

© Japan Embedded Systems Technology Association 2022



1. loT&E?

B DFFT (Data Free with Trust)

_1_ GAFAZH R

CIDUd Vs -~ Z;:-Sz iﬁ Z'?
Computing / ') b _ (" - =
o -5 e cn ]
I
JRHEINW —

BT 2/ 74—Fivud

Edge Fh 1y Fh 2 -
Computing / ~ - e — A .‘ = MEE
WA |

TF—RINE/ T4—FEriuy

Device
iy

Computing - e T ie
I.T'T' b P R;-:'!.}-w‘)x
HEfuTs AT—hIH EnEE
[
—BFEEAEA
& #H2 H I2AFT LR
Japan Embedded Systems Technology Association

© Japan Embedded Systems Technology Association 2022

ETAHITER
kX3

fHAHER
DE =%
TS

T ILEALYE
Al
CEEFRIE
B E

EE T

R Ay
ik

J |

A—NDEE1E
—~ &4 HiA
280
IS

—




loT D ERRE

T—RZERIZHEIT A3 DODEE

—RFEEEA

& A H AT LR S

Japan Embedded Systems Technology Association

© Japan Embedded Systems Technology Association 2022



2. loTHOERE

B T —XFRHICHBITE3D0DEE

RDT T A I/N—DiIRFE

1. T —
2. T—RDERED
3. T—XRDE

LLY

EE]
CFRTE D EREE

&&&&&&

sssssssssssssssssssssssssssssssssssssssss

© Japan Embedded Systems Technology Association 2022



2. loTH:RRE &

B MQTTZ A kaLDERFEZ W
The Internet of Things

Decoupling Producers & Consumers of M2M Device Data
EFK'(‘:E‘E'G%'Cbia Transportation & Logistics = 7 e Hll!ll\l\

, P9 -
=
B

' Security & Surveillance
DDoSKZIZERAIN D,
EXTORMPYEY D=

WRHRER DI OF N, SETT—

JSOND TopicALIB 24k R 71 e — =
e (fa5514) hE RN = it

"C'L\éo Medical &

Healthcare ” '

Communication
Infrastructure

Industrial &
Energy

$) EUROTECH —
—&?BEA - — .
2 ZURL : https://www.trendmicro.com/jp/iot-security/news/3591 @‘ #HiA > TJZT-L\Hﬁﬁm =

Japan Embedded Systems Technology Associatio n

https://japan.zdnet.com/article/35129893/ © Japan Embedded Systems Technology Association 2022



(S

sensorsteslasin_service: False

sensorsteslarspf: 0 X i = =
sensorsteslasrerunning: 0

sensorstesla/rt: 0

sensorsteslas
center_display_state: 0
sensor/tesla/s
autopark_state_v2: ready
sensor/steslas
rear_seat_heaters: 0

sensor/tesla/longitude:
87.624184

sensorstesla/gps_as_of: i
1501104236 7 of: S
sensor/tesla/shift_state: K.
sensor/teslaslatitude:
41.877663
sensor/tesla/wheel S
AeroTurbinei9 —tupe

(B IBIRE LN (CEUEINETE/(F—D DN > TUEDS

2% URL: https://ascii.jp/elem/000/001/538/1538505/#€id1538498

https://blogs.akamai.com/jp/2019/06/iot---iot-egge-connect--.html

Mo tv _cur ure-
. g
door: L. 124 alve:
.nig"*"‘,,ra__ﬁ_b"

FRFHDFEBPAINDSTRNTE/E AV EZ—(TE,

QBFEEANDRLIE
INYT—FHIEAEHBloT

—RFEEEA

& #H2 H I2AFT LR

Japan Embedded Systems Technology Association

© Japan Embedded Systems Technology Association 2022

BENEBEOE—F IR IAEDNSIHND

K*MQITHF|FHENDIEE DRE
DRKEDIOTT/INAREDARYI T

BIoTTINAAAND TV 1 BEN
DFERATESR YNNI —IHE.

11



2. loTHOERE

BB AT DT

 http://www.insecam.org/ Dl

SEZEH IPAloTEFX2UT4EH loTOE a3V KYSI A

%bnrat\MM”

2018/07/12 12:47:13

'7-;/.!'.1
’.':1

U701 ?

. ®

—RFEEEA

& 1A AT L\ il =

Japan Embedded Systems Technology Associatio

© Japan Embedded Systems Technology Association 2022

12


http://www.insecam.org/

loT#éSR DX 1V 7 4 8

IR DK,

—RFEEEA

& #H2 H I2AFT LR

Japan Embedded Systems Technology Association

© Japan Embedded Systems Technology Association 2022

13



3. IoT*%E%EGJ'lZﬂF:L 7T 4 #Red

RDloTikzs DHEZ H L U4

(=)
400 © Al
350 - 340.9
g 309.2
300 2779
253.0 .
250 230.7 : 886 103
1899 poor eaz|i | 226
200 g 557 - so6] P22
462 : F20.8
382 21.2 1 :
223 S : 83.7 -
221 s0.4 60.0 | : 70.2
100 || 272 33.8 41.1 : :
SO [lazo| [8s3] |aesl |es1| [893]:|907| [929] |38
o 1 L 1 l 1 |
2016 2017 2018 2019 2020 : 2021 2022 2023
=Bt 1732 1899 2087 230.7 2530 : 2779 309.2 3409
] e - S=eamnes 57 7.1 a8s a8 113 : 127 14.2 15.7
[ === 26 33 4.0 5.1 65 : 78 9.2 109
] mmxemss 325 382 46.2 557 647 : 756 886 103.2
B oo erta—o— 221 223 221 216 212 ! 208 206 20.4
N o a—2— 272 338 41.1 504 600 ! 702 837 968
[ (s 830 853 869 881 893 ! 907 929 938
—mEEHEZEA
& #H2 H I2AFT LR

SZURL: 74 BHREERERAL

Japan Embedded Systems Technology Association

© Japan Embedded Systems Technology Association 2022

14


https://www.soumu.go.jp/johotsusintokei/whitepaper/ja/r03/html/nd105220.html

3. loTiEasDt* Y T 1 R&E

B NICT NICTERIC K 5#ratiaE

v ToTHERRZIHOIE I EDIRAREL T YT’
v IRZB(IRIKR— MDD EFEL2ZHR(E

IoTHERRZIB ST INEE
(Webh X5, JIL—95F)
37%

DAt
(_EAZI307/R— hLASH)
51%

wWindowsZziH oo T EE
8%

{pFEiEEEIH O INEE
2%

DNS-FTPEOERIEY —ERZIBoICINE
2%

2 NICTERT20204 | 2@l =7/t oo GRZEE B AU O LA v lfs5 2 FR<. ) 22T, B30 —hasrdr L7zt oo, 7nds,
loTE¥as 20 -7 BB I X Z AR L TR AR —FEFESTET TIESEHELICAOWH O E | TZ0fh ) I2&E E N TV D Oh D,

—RFEEEA

& A H AT LR S

Japan Embedded Systems Technology Association

SEURL: BBE ICTHAN—tXa ) T1#EX 2021 © Japan Embedded Systems Technology Association 2022



https://www.soumu.go.jp/main_content/000761893.pdf

3. IoT’I‘%E%Ed)‘IzﬂF:.U?'«rE%EE e

B NICT NICTERIZC X %1558

1 ToT BéZs2 30 - 7= K EE D EY N
(NICTER {Z X v 1 F=fICEH S 7= Y o S —HrE a5

GCACS) 5,001
5000

4000

3000

2000

1000 l 2 1504
%;1 M1IP7RL =2 Y70
O _ =

HFERI182 H o~k

2015 2016 2017 2018 2019 2020(55)

—RFEEEA

& A IRFLERRS

Japan Embedded Systems Tz

ZEURL #8548 ICTH A\ —tFa )T EX 52021 © Japan Embedded Systems Technology Association 2022



https://www.soumu.go.jp/main_content/000761893.pdf

3. loTiEasDt* Y T 1 R&E

£ZURL: [FRBIEMATHEE NICTEREAIL R—

~2021

= = MR

23/TCP Telnat (J-—%, Webh X 78%)

HTTP (WebS Sl

I‘l| i %

443/TCP HTTPS (Web*

123/UDP

Docker REST API

REFR— FHERSHAT Y PSR
(AEEMNOAF v 7y FERC)

—REEEA

& A H AT LR S

Japan Embedded Systems Technology Association

© Japan Embedded Systems Technology Association 2022

17


https://www.nict.go.jp/press/2022/02/10-1.html

El R DE) ]

DEROLF YU T 4

——————

| PRAR R

& #H2 H I2AFT LR

Japan Embedded Systems Technolog

nnnnnnnnnnnn

© Japan Embedded Systems Technology Association 2022

18



4. EFFEHREDENR

Bz *ERFAEERE  ExoRyr E&E EEHE AT L BAVATL AT—h
Jyk

73Tl Rib-L¥®
VAT L Tk

ey ) (o) | [ 5P800-53 ) v ¥ (m N W
150/ soms | | | 2000 x o< [vE
—\ | SNt | 7340588 [ LR 1S0/IEC
' | N YNy N 62278
o 33 £ ”%:}
H‘*E :\.8 E%iﬂ ey N|ST ___J
AT | sg'"m.'_- |
o — | 168
E’ | C B . % B
045 B O 150/
i : I T |EC62443
Dy # @% %
ffcg :100 | g '
7y >3 il g
\ b o N D% ISO/IEC &
u i@ &2 62443-4  BZ
N B T
RS E ]|
~ Y-
= an J
L o S
o IEEE2030
15026262 SP800-140 ISO/IEC IEC62351 ,
(FIPS140-3) 2020%F JBR ‘ 197902012 | NESEY
—MFEEAEA
& A H AT LR S

Japan Embedded Systems Technology Association

© Japan Embedded Systems Technology Association 2022 19



4. EFFREDENR

B EE ERHERLUNCE, Oy a—<HAERDIoTHESS
S(T@“%jv/r NSO A VRREEFEDL TTETWS,

—_—
|
T ——— N —

ETSI 103 645

Baseline Requirements
ETSI 303 645

NIST IR8259

Baseline Requirements

loT SF
B SRR

——————

& A IRFLERRS

Systems T«
© Japan Embedded Systems Technology Association 2022 20



FA74 7 1ILDB S

~HFEFTOELX 1LY T4 05K

ﬁﬁﬁﬁﬁﬁ

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

© Japa Embedded Systems Technology Association 2022

21



5. @747V M7 ILVDOBR= Za

A (’O
| BEORBIE. ARENSHO
BXF0 D BEgg 4%
1E| ESRS
. K
=
—_—

- ez if%)ﬁbt%@ ZE A Y T RS
ZPHEIRETZ DD X 2
*7Dﬂ2 SAN - FEER

El%A

& A H A5 LEilins

Japan Embedded Systems Technology Association

© Japan Embedded Systems Technology Association 2022



X241 KETAF

SbD (Security by Design)

&&&&&&

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

© Japan Embedded Systems Technology Association 2022

23



Japan Embedded Systems Technology Associatio

© Japan Embedded Systems Technology Association 2022

==
6. E¥a2l T 155 L
g L ]S T
B ER ~_BREBIRRERDT o mmTxe Z
=
. AN
SRFL |\ _HEwEESYMT L L=FL B3
EHEE BT R F
=\: ¥*xalrq ’
B ERET N4 2T LR
(BEHES _ T
THA v )
%A
HAKERE a7 Xk A
I+
B
SEAEERE B AT R FE
TS24
é{ %ﬁ?i]?;.JZT.L\ﬁﬂﬁmz:

24



6. ¥

7T A

==
X A

© Japan Embedded Systems Technology Association 2022

R Yo s
BHTE |[e—m———e BN | mmya- Z
=
. AN
SRFL | HwESYSZ 2T L 5]
S 15 - -
\ EHTTHNIE
e <, LLDAD...
(BHER 8 LT RE
%H
HAEEE A
2
5]
SRS B kT Rk FE
A= L 02

25



|) 5 ¢ &<
6. ¥ a2l T 41:x; @'
o LS s L] v
B ER |em———m S BERERRT o, mmTxk Z
2
) AN
S RTF L ___fgwesunr | vzFL 5
EHEE BT R 3
ﬁh&ﬁ o
(T = A
&5k
SEHNEEE B kT 2 b

| =

e > AT LhFHilTim=

> Japan Emb dded Systems Technology Association

© Japan Embedded Systems Technology Association 2022

26



B R AP

—RFEEEA

& A H AT LR S

Japan Embedded Systems Technology Association

© Japan Embedded Systems Technology Association 2022

27



7. BESHTAR &

N BESROEE { i %7‘?{”]
BEGTRER .
D ) e - ~ @
e EE@%H] [ WO F kA ]
¥ 3 f
2 ] WA RS |
(likelihood)
nd e ]

——————

©Jp Emb dd dSytm T h IgyA iatio 2022 28



4., BESHEIE? [fﬁ%z% Mﬁ] G
WIAINL? ok A T 2

(EPNEE NS 112
etc...

(
—EICEZDZEN
BE

iEERES N

BE - WA
Y AN
{Eﬁ%édj%77Wf KBS - PRI - <
- T T T DEY AH X217 7— b, EBESML.
v b7 =2, CAN, otc... YN
TNy IR—=b aaa etc...

etc... & HiA P AT L Eifiths

Japan Embedded Systems Technology Association
© Japan Embedded Systems Technology Association 2022 29



7. BESHTAR &

B ZEOME LD

¢« WRVRATLDT—FTI7FvBEEICH LT, BEAZHL
SEEAIML., WEAETHETHOMAEIEL £,

- [EBE 1. BEXRERTHE. %E%%%Cw-¢Mvwz>
T, [WEBEEE=E)] OBEICHEDVTWVWEED
SHHAEL N EhbNTWLWET,

— DR | A] ERBI-DDHHE L L,

——————

© Japan EmbdddSytmT h IgyA iatio 2022

30



7. BEBHAM 4
m DFD(Data Flow Diagram)#/]

. =g
R TUR) =KLk i
, |
I I
, |

>
(L _

|
<4 |
ollN \
(J ,
I I
, |
: T—4B :
, |
I I
I —H&El*ﬁA I

© Japan Embedded Systems Technology Assomaﬂon 2022

31



7. BESIRAFT

HE7z—R WEEFE7 z—X WEI7xz—X

(FE#HRINE)

|
: | !
: | |
A N | il ¥ BOFY — L
: . ! <L r T 88 =
. | mm@Ezoy e L ZEAZ7 IR
 DR(T BT T L) BOFE"Y — JL | AV,
: |: |: <IL) T
| :I :I
U o _____ N ___ N ___ .

& B3R B 25 LG

(HE D %) (BEZE1T)

SR — REEE AVSVEE A

Japan Embedded Systems Technology Association

© Japan Embedded Systems Technology Association 2022

=PEiRE
15 IR EY
WX A

ERDONH

32



7. BESIRAFT

<
Ry

WEA

/éivkv—ﬁ%@w
Ethernet

Wi-Fi

Bluetooth
@ 7ILZRDIF »
USB

\ CAN /

RO
CPU
& A B AT LIRS

Japan Embedded Systems Technology Association

© Japan Embedded Systems Technology Association 2022

@%%waw\

12C
SPI
DT Ny T RDIF
Serial
JTAG /

33



7. BESHTAR
m STRIDE

Spoofing (i) £ L)

Tampering (X A)

Repudiation (&8

Information Disclosure (IBEJRZ L)
Denial of Service (—EXIEL)
Elevation of Privilege (41D FK)

ﬂﬂﬂﬂﬂﬂ

& #3225 LFilis
-> Japan Embedded Systems Technology Associatio

© Japan Embedded Systems Technology Association 2022

34



7. BESTAFT &

BT WIS
| | | |
U X7 HFE
S Z Rk WEE /XX
O N | I | weEs |27V sm | MESE
S [ 4 2l "
Fo=—————— i
BEQBENT+SH NN
BROTEY T UF Lw“ﬁ*ﬁ )
P> pEEEYIcAS | — -

© Japan Embedded Systems Technology Association 2022 35



7. BESIRAFT

%ﬁ%%?%ﬁ%'iﬁfﬁx

Ho>TL AA[BEEDH

M2 —F v k

l_{m#% e

Ethernetlor CANZy: &

GW

Ethernetlor CANZx: &

FEFEITZ=HR X T A

P RTFLIEERK A

—RFEEEA

2 DN DX AT

FRFEXTSHR S X T A

R TF LIEER B

& A H AT LR S

Japan Embedded Systems Technology Association

© Japan Embedded Systems Technology Association 2022




7. BESIRAFT

B T EHEEBOES

FETREDEEDEDNMBE

I AN—tX 1T xEELT,
AVETERD . BESTERELTLS
BE. YMN\—tFa)TLERLLTRE —
HHEREZBATRL TKAG A, BES D
PYFZEIERTLIHENHTLS,

—RFEEEA

——

BIEEER

Ethernetlor CANZ: &

GW

Ethernetlor CAN7Z: &

FAFEIIR X T LA

R T LB A

& 1A AT L\ il =

Japan Embedded Systems Technology Associatio

© Japan Embedded Systems Technology Association 2022

37



MERTA7V14I7VDER S

~BE

=y
<

S F O Fx Y T 403

—RFEEEA

& #H2 H I2AFT LR

Japan Embedded Systems Technology Association

© Japan Embedded Systems Technology Association 2022

fvan

38



8. Hm

| BEORS

ARSI NTZHD , |

ZA7HA7ILVDERZ

IR EEH N

I ] (’O

NFINTWEWLDD

LA D g 5514

(B

- 8 if%ﬁbt%@
ZPHIEETZ DD
H7Dﬂx X b

I FE &

= 3

=

. . 2o P
BE%EEZETES 5?%;;&7&t
c=en e e
— FHOER

© Japan Embedded Systems Technology Association 2022

FRDRIES 4




Y774 Fc—ICBITE5EE

NEBFZEICH I TH X2 T 4 R5E

—EEAEA
& BiA H AT LR
-> Japan Embedded Systems Technology Association
© Japan Embedded Systems Technology Association 2022

40



9. Y7534 Fz—ICHITHHEE

B 2016FDOKEICH T HEHEEED L DIEHR

RETOTS L
innnni

(SCRIPT)
7959 arE)

N
\_ RY—h T+

ﬂﬂﬂﬂﬂﬂ

SENM BEEEEHYAN—T4OHI-EXaYTAEIL—LT—H

© Japa Embedded Systems Tech ology Assoc ation 2022

EI&\HJL—/\

41


/https:/www.meti.go.jp/committee/kenkyukai/shoujo/sangyo_cyber/wg_1/pdf/001_06_00.pdf

9. Y734 Fz—ICHITHHRE e

B 20194 5

WEE

L ¥ DNSH—/\

/o ._

IRTOSICH 1T S Regs M+ [URGENT/11]

X
oI

P7I7RY—EX

g .A-J H
=

MRI -/

£ #ZURL:ARMIS#t URENT/11

J

)l/_g IS - - <+
A Z3—y R

(NAT) FBFRAR
(VxWorks) )

—RHEEEA
& BiA H AT LR
-> Japan Embedded Systems Technology Association

© Japan Embedded Systems Technology Association 2022 42


https://www.armis.com/research/urgent11/

O. Y7734 Fz—IcHBITHEE &
B 2020 7O baXR&y7DlEsEE [Ripple20]

ryRT—otE  TIUAE BERNAS
(@) = |-
=]

HEHE 82— FR{T. [H8IR AL\, DoSHE

v Treck#t TCP/IP Stackld. HP%L. Schneider
Electrictt. Intel¥t. Rockwell Automation$t .
Caterpillartt. Baxtertt R D& AR

v v RIHRDIEESED. BET D TCP/IPR YYD

Jn [CHEHFEET A EHESNTILNS,

AR—rRE  EEWESHR loTT /N R
G A S AT IS
£ZURL:JSOF£t Ripple20

© Japan Embedded Systems Technology Association 2022 43



https://www.jsof-tech.com/disclosures/ripple20/

9. Y754 Fz— BT BEE Z

B 2020 7R 3Ry 7 DOREEEE [AMNESIA:33)

-

® T @ oT ® OT/BAS OT/ICS
RBEDHLEIT /NI RDIELE
S22 Fn B

-
AV

® Government @® Healthcare ® Services

Manufacturing @ Other @ Financial

® Retail Technology

SO H DT IR MBI TS5 EF

BES5 14T NAME : WRECK | 0D 22428 &0 [FH]

LITFDTCP/IPRAVIDZE{FERALTINDST/NAM X || KL FDTCP/IPRAVIE{ERAL TS T /NI X
v~ ulP. Contiki OS. Contiki-NG v~ Free BSD
v Nut/Net v IPnet
v FNET v" Nucleus NET
v~ picoTCP. pico TCP-NG v" NetXzz
& B3R B 25 LG

Japan Embedded Systems Technology Association

£ZURL:FORESOUT#%t AMNESIA:33 © Japan Embedded Systems Technology Association 2022

44


https://www.forescout.com/resources/amnesia33-identify-and-mitigate-the-risk-from-vulnerabilities-lurking-in-millions-of-iot-ot-and-it-devices/

A1V

—\‘

STV

v b X} GDEHIFEN

CVEBE#H D bXRETD 7

—RFEEEA

& WA B I2AT LIRS

n Embedd. ystems Technolo
© Japan Embedded Systems Technology Assomaﬂon 2022

45



10, 4 7~ bXCDEFIFES &

_ Hf%%’l‘iﬁ%’% I, ME~LFHETCOER7A—"DH 5,
. et DERZITWERD o, EHELPRER S NIHE
1z iﬁp’i REE TOXNILHBEICE D,

E=EMER  FRSSMEER RIA R RfEgs LR — b .PSIRT. - BH#tHP
W%éﬁﬁpﬁ (B*q_‘%‘%l ;”.Jj] H’EEEJ&ﬁ;fﬁ h &l o Fﬁ% . ; h
ug Bounty) PSIRT - a:-z; u_ 91 . .
- ANt
3= 0.0 — :
< SO = .
</
-'- PSIRT SRR
B \BHERS
HaSs B eSSt e 2 AW&E@HP
N T — i 1 S

‘F;ﬁ

b
YINITF é
B A A illl

RAIEER

NVD. JVN#ZE

~—
VNIV
Bk EHREHE
— AR EE A

& WA B I2AT LIRS

Japan Embedded Systems Technology Association
© Japan Embedded Systems Technology Assomaﬂon 2022



10. A4

Be55 1415 # R IFHE X T Ve 55 14 52 T 5 5=

v v P OEGBN
m Y oo 7Aa—

R — I & —

1 W|aA>H—2> b p A .
p——
60 =Z| messtecmisss
— g
T RE S IR O TR l Imgﬁﬂziﬁﬁﬁ
: — HeEE > = k-
=z -+
SPLON s o —lusLvsars=tk
7 kT A
PRI & S AT e e
| ow |
| P—— | 5= bk EHE
- lfzﬂimﬁ =
o od iy m > MR
15 SR T -~
—REEHEEA
& #H2 H I2AFT LR

Japan Embedded Systems Technology Association

© Japan Embedded Systems Technology Association 2022




10, 4 27 ¥ X OEFIFET e

RHEWEOAB e e
WEeSS ISR XIS v F BESE I RS WA SR A N> HBAD —'I'Abnl*it,\a A7
%, JRIARYICIRIRO R 1B H b
WRICH S8R

1l L -wvira>>Xk

> 2 +=5iE
e Se IR B
RssiEmEIR kb -"" X HE A5 AR e
4 FEE

Il
-> Japan Embedded Systems Te hnology Associatio

© Japan Embedded Systems Technology Assomaﬂon 2022



10, 41 7 F X eOZEHBN &

EwINEY 1k

- CVE - VulDB «—&&xE
- CVE Detall - SI0S7 a4
- NVD

- FANY = hohniE, BE
INEANVD7A Eh 5 R
= W~

A
[ 1

=T | eSS MRS

1l L -wvira>>Xk

X k=hE
Hres IR B
O BESSIEEEIR 3 v /{‘" X HE A5 AR e
SERES —> alt ES R
—!thﬁiA - —
& #H2 H I2AFT LR

Japan Embedded Systems Technology Association

© Japan Embedded Systems Technology Association 2022

49


https://cve.mitre.org/index.html
https://vuldb.com/ja/
https://www.cvedetails.com/
https://security.sios.com/vulnerability/
https://nvd.nist.gov/

10, €4 o7 PR IBOEHBN Cec«

RTA RNy H—TR EANAZHH D

L R— Do DFIMTH nEICH D

DT, LR— FANBRE THIHT

— ) 5 (ZCEW IDAAA > TW 3
DT, CWEA o HIKr, CWEAD 7Ly
AN & e |5

A

=T | eSS MRS

1l L -wvira>>Xk

X k=hE
e Se IR B
O BESSIEEEIR 3 v ,":. ﬁﬁﬁg;#ﬁﬁ
HmIAE —> gl

—RFEEEA

& #H2 H I2AFT LR

Japan Embedded Systems Technology Association

© Japan Embedded Systems Technology Association 2022

50



10, €4 o7 PR IBOEHBN (Ze«

Fess a2 iid. Ressleazshry — L
mEHRFERL. BADT X Mg ¥
| TRMWHER A S T

— MY —ILXFELETAH

®_©o —
-&. —
P | P

A
[ 1

=T | eSS MRS

1l L -wvira>>Xk

X k EHE
HrEESEIRE =S
O BESSHETSIR & Y /{‘" ﬁiﬁg;#ﬁﬂ
— B ft HZEA - —
& #H2 H I2AFT LR
-> Japan Embedded Systems Technology Association

© Japan Embedded Systems Technology Association 2022

51



A1V

—\‘

STV

v b DEHFE N

CVE-2022-34835 D X% i3]

ﬁﬁﬁﬁﬁﬁ

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

© Japan EmbdddSytmT chnology Association 2022

52



10, 4 <7 FREOEHBAN Z

CVSS Scores
CPE Info

Search CVE List Downloads Data Feeds Update a CVE Record Request CVE IDs
TOTAL CVE Records: 185670

NOTICE: Transition to the all-new CVE website at WWW.CVE.ORG is underway and will last up to one year. (details)

NOTICE: Changes coming to CVE Record Format JSON and CVE List Content Downloads in 2022.

HOME > CVE > CVE-2022-34835

Printer-Friendly View
CVE-ID |

CVE 2022- 34835 Learn more at National Vulnerability Database (NVD)

e CVSS Severity Rating ¢ Fix Information e Vulnerable Software Versions ¢ SCAP Mappings ¢ CPE Information

In Das U-Boot through 2022.07-rc5, an integer signedness error and resultant stack-based buffer overflow in the "i2c md" command enables the corruption of the
return address pointer of the do_i2c_md function.
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10. €41 7 v PRI OEFFEN

CVE Details H Search |

- . : . CVE-2009-1234 or 2010-1234 or 20101234)
The ultimate security vulnerability datasource

[RTs B (1 Qe =gl Take a third party risk management course for FREE www.itsecdb.com
H Vulnerability Details : CVE-2022-34835
ome
Browse :
Vendor In Das U-Boot through 2022.07-rc5, an integer signedness error and resultant stack-based buffer overflow in the "i2c md" command enables the corruption of the return
Products

address pointer of the do_i2c_md function.

Vulnerabilities By Dat
~nerabliiies Ly Lale Publish Date : 2022-06-30 Last Update Date : 2022-07-09

Vulnerabilities By Type

Reports :
CVSS Score Report Collapse All Expand All Select Select&Copy Scroll To Comments External Links
CVSS Score Distribution Search Twitter Search YouTube Search Google

Search :

— CVSS Scores & Vulnerability Types

Vendor Search

Pr rch CVSS Score EI

Version Search
vul bility S | Confidentiality Impact ial (There is considerable informational disclosure.)
ulnerabili earch

By, Microsoft References Integrity Impact (Modification of some system files or information is possible, but the attacker does not have control over what can be modified, or the scope of
T;p 50 : what the attacker can affect is limited.)

Vendors Availability Impact (There is reduced performance or interruptions in resource availability.)

Vendor Cvss Scores Access Complexity Low (Specialized access conditions or extenuating circumstances do not exist. Very little knowledge or skill is required to exploit. )

Products Authentication Mot required (Authentication is not required to exploit the vulnerability.)

Pr . L Gained Access None

Versions Vulnerability Type(s) Overflow
Other :

CWE ID 787

Microsoft Bulletins

& %ﬁ;tihs; AT FiTthn=
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NVD

Go to for:
\ A CVSS Score
Gy W I A e
Search CVE List Downloads Data Feeds Update a CVE Record Request CVE IDs
TOTAL CVE Records: 185670

NOTICE: Transition to the all-new CVE website at WWW.CVE.ORG is underway and will last up to one year. (details)

NOTICE: Changes coming to CVE Record Format JSON and CVE List Content Downloads in 2022.

HOME > CVE > CVE-2022-34835

Printer-Friendly View

CVE-2022-34835 Learn more at National Vulnerability Database (NVD)
e CVSS Severity Rating * Fix Information e Vulnerable Software Versions ¢« SCAP Mappings ¢ CPE Information

In Das U-Boot through 2022.07-rc5, an integer signedness error and resultant
return address pointer of the do_i2c_md function.

FiiE. NVDZEFET 5,

ack-based buffer overflow in the "i2c md" command enables the corruption of the
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Known Affected Software Configurations switchto cPE2.2

Configuration 1 (hide)

Show Matching CPE(s)¥
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Analysis Description

In Das U-Boot through 2022.07-rc5, an integer signedness error and resultant stack-based buffer overflow in the "i2c md"

command enables the corruption of the return address pointer of the do_i2c_md function.

Se\le ri@ CVSS Versio@

CVSS 3.x Severity and Metrics:

WNIST. NVD Base Score: Vector:
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

NVD Analysts use publicly available information to associate vector strings and CVSS scores. We also display any CVSS
information provided within the CVE List from the CNA.

Note: NVD Analysts have published a CVSS score for this CVE based on publicly available information at the time of analysis.
The CNA has not provided a score within the CVE List.
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DAS U-BOOT E’C2022 07-R05 12C MD COMMAND
DO_I2C_MD X:E Uﬁﬁiﬁ

3c2| ) - FEEE =5

CVSS —RIRA S A7 BEDI I AT OA Miitg () CTIXBEEE
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B BNy FOEFEOFEE

References to Advisories, Solutions, and Tools

By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because
they may have information that would be of interest to you. No inferences should be drawn on account of other sites
being referenced, or not, from this page. There may be other web sites that are more appropriate for your purpose.
NIST does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

NIST does not endorse any commercial products that may be mentioned on these sites. Please address comments

about this page to nvd@nist.gov.

https://github.com/u-boot/u- m m

boot/commit/8f8c04bflebbd2f72f1643e7ad9617dafa6e5409
https://lists.denx.de/pipermail/u-boot/2022-June/486113.html CID D

https://source.denx.de/u-boot/u- [ Patch |

boot/-/commit/8f8c04bflebbd2f72f1643e7ad9617dafa6e5409
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Weakness Enumeration

CWE-787 Out-of-bounds Write
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ISO/IEC 29147
SR APH/NES

(2 7= > T DEERRIE

ISO/IEC30111DEFE

ISO/IEC 30111
fesstEm/ N> KU >

=i

Vulnerability
Discovery

2% URL : https://www.ipa.go.jp/files/000037395.pdf

——————

& WA B AT LIRS

Japan Embed

© Japan Embedded Systems Technology Association 2022

62


https://www.ipa.go.jp/files/000037395.pdf

11. PSIRT:E&) &

B H—tE X AOHTFICL->TSIRTOEELH 5,
e« XSIRTT IWHR] [SFEZREHD| HEhH->TL %,

CSIRT H 3 F 2 R ERFT Bt TRYUHSEERH tXa) T EESHE
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(Factory SIRT) EESMY EE
DSIRT H—E AR R B#Y—ERZFBETIEEND H—ERARESII7YAIILIC
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B == . PSIRT Services Framework Verl.0
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