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ЀКϼГϰАЖσ ᵦ

IoTṐṀχᶨ
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Â σ ʿSociety5.0( )

Connected Industries χּזᵓ

͍ʽЀКϼГϰАЖσ ᵦ
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Â σ ʿДЅЌи ה ◕⁯ᴪ 

ІЫ˔ЕШ˔Эσςʺ ˑσЂ˔РІχ ὀ

͍ʽЀКϼГϰАЖσ ᵦ
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https://www.cas.go.jp/jp/seisaku/digital_denen/dai1/siryou4.pdf
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Â σ ʿMaaS(Mobility as a Service)

͍ʽЀКϼГϰАЖσ ᵦ
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Â Д˔Ќᶨ χṁ ʿDX(Digital Transformation)

͍ʽIoTρψˁ
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Â DFFTˢData Free with Trust ˣ

͍ʽIoTρψˁ
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IoTχᴿ

Д˔Ќᶨ τΣΪϥ͏νχᴿ
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Â Д˔Ќᶨ τΣΪϥ͏νχᴿ

1. Д˔ЌχФжϱНЄ˔χᴿ

2. Д˔Ќχ► ᾂχᴿ

3. Д˔Ќχ ∕χᴿ

͎ʽIoTχᴿ
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Â MQTTФкЕЀиχ ΠΜ

͎ʽIoTχᴿ
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URL https://www.trendmicro.com/jp/iot-security/news/3591

https://japan.zdnet.com/article/35129893/ 
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͎ʽIoTχᴿ

11

URL https://ascii.jp/elem/000/001/538/1538505/#eid1538498

https://blogs.akamai.com/jp/2019/06/iot---iot-egge-connect--.html

MQTT
IoT

IoT

IoT
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Â ḗ♪ϸЮжχ פֿ

http://www.insecam.org/ χ

͎ʽIoTχᴿ

12IPA IoT IoT

ḭּךּך
︢ ?ḵפּךּ

http://www.insecam.org/
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IoTṐṀχЈϺвзГϰᴿ

ᾝ χ ệ
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Â ᵦχIoTṐṀχ ӱΣϢό

͏ʽIoTṐṀχЈϺвзГϰᴿ

14URL

https://www.soumu.go.jp/johotsusintokei/whitepaper/ja/r03/html/nd105220.html
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Â NICT NICTERτϢϥ ὓὫᴮ

͏ʽIoTṐṀχЈϺвзГϰᴿ

15URL ICT 2021

https://www.soumu.go.jp/main_content/000761893.pdf
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Â NICT NICTERτϢϥ ὓὫᴮ

͏ʽIoTṐṀχЈϺвзГϰᴿ

16URL ICT 2021

https://www.soumu.go.jp/main_content/000761893.pdf


© Japan Embedded Systems Technology Association 2022

͏ʽIoTṐṀχЈϺвзГϰᴿ

17URL NICTER 2021

https://www.nict.go.jp/press/2022/02/10-1.html
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⁯∑ṛᶊχ ΰ

χЈϺвзГϰ⁯∑ṛᶊ
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͐ʽ⁯∑ṛᶊχ ΰ
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Â ʺ⁯∑ṛᶊӟᵰτϜʺЀрЄв˔Ы χIoTṐṀ
τ βϥϹϱЖжϱрϞ ϜποΦοΜϥʻ

͐ʽ⁯∑ṛᶊχ ΰ

20



© Japan Embedded Systems Technology Association 2022

жϱТЂϱϼиχ♪

Ḽᵊ ᵬ˙ᵫ ϘπχЈϺвзГϰ ├
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͑ʽ жϱТЂϱϼиχ♪

ᵫḼᵊ

פֿ

ᵃẠχ פֿ ʺ῝ ήϦθϜχ

Ṍ χ פֿ

Ⱳḧˢtˣ

ʾỌӧϬςάϘπӪ꜡
πΦϥΤ
̠ ︣ χᶨ

ʾςάϘπ― ΰθϜχ
ϬḼᵊ ӛπΦϥΤ
̠ ФкЈІʾЀІЕ
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ЈϺвзГϰ ὓ

SbDˢSecurity by Designˣ
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͒ʽЈϺвзГϰ ὓ
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ЈϺвзГϰ
Нϱ
ДЃϱр
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͒ʽЈϺвзГϰ ὓ
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ςΞββϛϦω
ΜΜχΤé
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͒ʽЈϺвзГϰ ὓ

Ọӧ
( ᵲ )

Ọӧ
(ῼὢ )

ЈϺвзГϰ
ὓ

ЈϺвзГϰ
ὓᾁ

ЈϺвϯ
ФкϽжЬрϽ

ЈϺвзГϰ
ГІЕ

ỌӧϬᾋνΪϥ
Ÿ ├Ϭ Ẑᴟ

ῼὢχ ⇔ᴟ
Ÿ ├ ὓ

Ẑτלμθ
ЈϺвзГϰ ὓ

ὓχ ΰή
χᾁ פֿ
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Ọӧ

Ọӧ ρψˁ

27



© Japan Embedded Systems Technology Association 2022

Â Ọӧ χ

͓ʽỌӧ
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Ɫ▀χ

Ọӧ꜡

ᵲ꜡
ˢImpactˣ

ὓ▫

ῼὢ︣ ꜡

ῼὢᴦ ᴣ
ˢlikelihoodˣ

зІϼ ᴣ

̙ Ὧ Ṱ ᵬ

̙ ὓ ᵬ
ϯ˔ϺГϼЎа

Ὠ

ᵲ ῼὢ
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͐ʽỌӧ ρψˁ
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Ɫ▀Ọӧ פֿ

ῼὢּי( )

ῼὢ

ԁ τ―ΠϥάρΥ

ᵗʾᵠίϭ

ʾ│︡
Ыиϳϴϯχ Ϥ₅ϙ
etc...

ᵠίϭήϦθϣˁ

ϘϦθϣ ⱳ ᵲψˁ
etc...

ᵲ

ῼὢ

פֿ ├
ῼὢὊ

КАЕм˔ϼʺCANʺ
ДНАϼЪ˔Е
etc...

Ɫ▀

ЈϺвϯУ˔ЕʺӚ‹ᴟʺ
ᾁ

etc...

σⱢ▀ˁ
ᾤ ʺӗ Ṑ
etc...
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Â Ọӧ Ϙρϛ

ЄІГЭχϯ˔ϺГϼЎа  τ ΰοʺỌӧϬ꜡ ΰʺ
ֲốϬ ᴣΰʺ ├Ϭ├ Ϭβϥ Ϭ◙ΰϘβʻ

ˮỌӧ˯ψʺ Ẑ├ ʺיּ ᵲḩἰּי(ІГ˔ϼШиЍ˔)π
ψσΨʺˮῼὢּי( ʺχӂӪτϜρξΜοΜϥθϛ˯(יּ╣
Υ ΰΜρᾠϩϦοΜϘβʻ

Υˮ ˯ρσϥθϛ Υ ΰΜʻ

͓ʽỌӧ

30



© Japan Embedded Systems Technology Association 2022

Â DFD(Data Flow Diagram)

͓ʽỌӧ
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ФкЈІ
A

Д˔ЌA

Д˔ЌB

ФкЈІ
B

ᵰ

ᵰ

ẽᵦ ẽᵦ
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͓ʽỌӧ

32

ᶖק ⌠
│︡

ᵠίϭ
Ⱨ χ῝ᵫ

ОІм˔ЖϼжАϼ
BOFБ˔и
ῼὢІϼзФЕ
НАϼЖϯ
Ыиϳϴϯ

ОІм˔Жꜝ
Ыиϳϴϯ

ῼὢ ІϼзФЕ
BOFБ˔и

Ъ˔ЕІϺар

ᵔ(ФкϽжЭᵔ )

Ⱨ
ῼὢТϴ˔Ї
ˢῼὢם“ˣ

ῼὢ Тϴ˔Ї
ˢῼὢχ ˣ

₰Тϴ˔Ї
ˢ ˣ
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͓ʽỌӧ

33

CPU

ROM

RAM

КАЕм˔ϼὉχI/F

Ethernet

Wi-Fi

Bluetooth
ЄзϯиὉχI/F

USB

CAN

НІχI/F

I2C

SPI
ДНАϽὉχI/F

Serial

JTAG
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Â STRIDE

͓ʽỌӧ
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SpoofingˢσϤβϘΰˣ
Tamperingˢᵠίϭˣ
Repudiationˢ ˣ
Information Disclosure ˢ ΠΜˣ
Denial of ServiceˢЂ˔РІả ˣ
Elevation of Privilege ˢ ᾂχ ᶊˣ
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͓ʽỌӧ
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ᵲ
ᵲ

ЄЗзϷ

Ɫ▀꜡ ᵲ
ῼὢὊ ⇔

ῼὢ

Ɫ▀
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ЄЗзϷ

Ọӧ
ЄЗзϷ

ῼὢОІ
ϯϱГЭפֿ

ὓ

зІϼ

├

ᵲ ῼὢ
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Â ᵫ βϥ τϢμοψʺỌӧ χϞϤ Υ
ϩμοΨϥᴦ ΥΚϥʻ

͓ʽỌӧ
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Â ᵫ χ ›

ρχ Υ

͓ʽỌӧ
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жϱТЂϱϼиχ♪

֫ ˙ ṏϘπχЈϺвзГϰ ├
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͔ʽ жϱТЂϱϼиχ♪

ṏ֫ᵫḼᵊ

פֿ פֿ

ᵃẠχ פֿ ʺ῝ ήϦθϜχ θσ פֿ ʺ῝ ήϦοΜσΜϜχ

Ṍ χ פֿ χ פֿ

Ⱳḧˢtˣ

ʾКАЕм˔ϼσς
ΤϣχỌӧ

ʾ ᵔπχỌӧ

ʾ ᵔπχỌӧ

ʾỌӧϬςάϘπӪ꜡
πΦϥΤ
̠ ︣ χᶨ

ʾςάϘπ― ΰθϜχ
ϬḼᵊ ӛπΦϥΤ
̠ ФкЈІʾЀІЕ



© Japan Embedded Systems Technology Association 2022

ЂФжϱЎϴ˔рτΣΪϥᴿ

ᵰ τΣΪϥЈϺвзГϰᴿ
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Â 2016 χ ⁯τΣΪϥὀ Τϣχ ΠΜ

͕ʽЂФжϱЎϴ˔рτΣΪϥᴿ

41:

/https:/www.meti.go.jp/committee/kenkyukai/shoujo/sangyo_cyber/wg_1/pdf/001_06_00.pdf
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Â 2019 RTOSτΣΪϥ פֿ ˮURGENT/11˯

͕ʽЂФжϱЎϴ˔рτΣΪϥᴿ

42URL ARMIS URENT/11

https://www.armis.com/research/urgent11/


© Japan Embedded Systems Technology Association 2022

Â 2020 ФкЕЀиІЌАϼχ פֿ ˮRipple20˯

͕ʽЂФжϱЎϴ˔рτΣΪϥᴿ

43URL JSOF Ripple20

https://www.jsof-tech.com/disclosures/ripple20/
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Â 2020 ФкЕЀиІЌАϼχ פֿ ˮAMNESIA:33˯

͕ʽЂФжϱЎϴ˔рτΣΪϥᴿ

44URL FORESOUT AMNESIA:33

https://www.forescout.com/resources/amnesia33-identify-and-mitigate-the-risk-from-vulnerabilities-lurking-in-millions-of-iot-ot-and-it-devices/
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ϱрЄДрЕ ᴂχⱧ ᵒ

CVE Τϣ ├ϘπχТк˔
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Â פֿ ├ψʺᾁ ˙῝ᵫϘπχ֫ Тк˔ΥΚϥʻ

ˑʺ פֿ χḗ♪Ϭ“ΜσΥϣʺ פֿ Υ ᾋήϦθ ›
τψ ├ʺ῝ᵫϘπχ ᴂΥ τσϥʻ

10ʽϱрЄДрЕ ᴂχⱧ ᵒ
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Â ʿ ᴂⱲχТк˔

10ʽϱрЄДрЕ ᴂχⱧ ᵒ
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10ʽϱрЄДрЕ ᴂχⱧ ᵒ

48

פֿ χ ψ ˑσρ
άϧΤϣ ϥᴦ ΥΚϥθ
ϛʺṑ τ χᾋớϛΥ

τσϥ
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10ʽϱрЄДрЕ ᴂχⱧ ᵒ

49

ЂϱЕ
ʾCVE ʾVulDB ̡
ʾCVE Detail ʾSIOSУкϽ
ʾNVD
̠ ОАϾ˔ЅΥ ΤϦωʺꜛ

ϬNVDσςΤϣם☼

https://cve.mitre.org/index.html
https://vuldb.com/ja/
https://www.cvedetails.com/
https://security.sios.com/vulnerability/
https://nvd.nist.gov/
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10ʽϱрЄДрЕ ᴂχⱧ ᵒ
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ШмϱЕМАϸ˔σςᵰ Τϣχ
йЪ˔ЕΤϣχ Ϝ τσϥ
χπʺйЪ˔Е ⱳ π
̠ σϣωCEW IDΥ μοΜϥ
χπʺCWEΤϣ ʻCWEΥσΜ
σϣʺЊ˔ІΤϣ



© Japan Embedded Systems Technology Association 2022

10ʽϱрЄДрЕ ᴂχⱧ ᵒ

51

פֿ ψʺ פֿ Б˔и
σςϬᶨ ΰʺ ˑχГІЕσς
π ὫᴮΤϣ
̠ Б˔иⱳ σράϧ
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ϱрЄДрЕ ᴂχⱧ ᵒ

CVE-2022-34835χ ᴂ
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10ʽϱрЄДрЕ ᴂχⱧ ᵒ
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10ʽϱрЄДрЕ ᴂχⱧ ᵒ
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10ʽϱрЄДрЕ ᴂχⱧ ᵒ
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Â CPE Τϣʺ ОАϾ˔Ѕχᶎ

ОАϾ˔ЅΥᵫ τḯϘϦϥΤ ₰

10ʽϱрЄДрЕ ᴂχⱧ ᵒ
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