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https://cve.mitre.org/index.html
https://vuldb.com/ja/
https://www.cvedetails.com/
https://security.sios.com/vulnerability/
https://nvd.nist.gov/
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NVD
( ’ Go to for:
W 4 CVSS Scores
— “ h CPE Info
Search CVE List Downloads Data Feeds Update a CVE Record Request CVE IDs
TOTAL CVE Records: 185670
NOTICE: Transition to the all-new CVE website at WWW.CVE.ORG is underway and will last up to one year. (details)
NOTICE: Changes coming to CVE Record Format JSON and CVE List Content Downloads in 2022.
HOME > CVE > CVE-2022-34835

Printer-Friendly View

'CVE-ID

CVE-2022-34835 Learn more at National Vulnerability Database (NVD)

e CVSS Severity Rating ¢ Fix Information e Vulnerable Software Versions « SCAP Ma

ings e CPE Information

'Description

In Das U-Boot through 2022.07-rc5, an integer signedness error and resultant stack-based buffer overflow in the "i2c md" command enables the corruption of the
return address pointer of the do_i2c_md function.

Descriptionn n., ME % s 5,

—RFEEEA
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CVE Details | H Search ]

N . . e (e.g.: CVE-2009-1234 or 2010-1234 or 20101234) View CVE l
The ultimate security vulnerability datasource
[ B G0 Bl Take a third party risk management course for FREE www.itsecdb.com
Hom Vulnerability Details : CVE-2022-34835
Browse
Vendors In Das U-Boot through 2022.07-rc5, an integer signedness error and resultant stack-based buffer overflow in the "i2c md" command enables the corruption of the return
Products address pointer of the do_i2c_md function.
iliti N
et By Dl Publish Date : 2022-06-30 Last Update Date : 2022-07-09
Vulnerabilities By Type
Reports :
CVSS Score Report Collapse All Expand All Select Select&Copy * Scroll To * Comments + External Links
CVSS Score Distribution Search Twitter Search YouTube Search Google
Search :

— CVSS Scores & Vulnerability Types
Vendor rch

Pr rch CVSS Score H

Version Search
vul bility S h Confidentiality Impact irtial (There is considerable informational disclosure.)
ulnerabili earc|

By, Microsoft References Integrity Impact Partial (Modification of some system files or information is possible, but the attacker does not have control over what can be modified, or the scope of
Top 50 : what the attacker can affect is limited.)

Vendors Availability Impact irtial (There is reduced performance or interruptions in resource availability.)

Vendor Cv: I Access Complexity Low (Specialized access conditions or extenuating circumstances do not exist. Very little knowledge or skill is required to exploit. )

Products Authentication Mot required (Authentication is not required to exploit the vulnerability.)

Pr — L Gained Access None

Versions Vulnerability Type(s) Overflow
Other :

CWE ID 787

Microsoft Bulletins

& B3R B 25 LG
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NVD

Go to for:

‘\ ‘ V . CVSS Scores
CPE Info

Search CVE List Downloads Data Feeds Update a CVE Record Request CVE IDs
TOTAL CVE Records: 185670

NOTICE: Transition to the all-new CVE website at WWW.CVE.ORG is underway and will last up to one year. (details)

NOTICE: Changes coming to CVE Record Format JSON and CVE List Content Downloads in 2022.

HOME > CVE > CVE-2022-34835

Printer-Friendly View

CVE-2022-34835 Learn more at National Vulnerability Database (NVD)
e CVSS Severity Rating * Fix Information e Vulnerable Software Versions ¢« SCAP Mappings ¢ CPE Information

In Das U-Boot through 2022.07-rc5, an integer signedness error and resultantgtack-based buffer overflow in the "i2c md" command enables the corruption of the

return address pointer of the do_i2c_md function.
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